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BS7799 Standard

BS 7799-1:2000 / 1SO 17799:2000 / CNS17799:2000
Code of practice for information security management

BS 7799-2:2002 / CNS17800:2002
Specification for Information Security Management Systems
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BSI ; ent Current stage:

We shape the future

STAGE SUB-STAGE
Decision
Registration Start of main Completion of
action main action 92 93 98 99
Repeat Repeat Abandon Proceed
an earlier current phase
phase
00 00.00 00.20 00.60 00.98 00.99
Proposal for Proposal for new Review Proposal for Approval to
Preliminary new project project under summary new project ballot proposal
stage received review circulated abandoned for new project
10 10.00 10.20 10.60 10.92 10.98 10.99
Proposal for New project ballot Voting Proposal New project New project
Proposal new project initiated summary returned to rejected approved
stage registered circulated sul)fT:::‘eerrfor 1SO IEC NP 24742
definition Information technology --
Information security management
metrics and measurements
(10/12/2004)
20 20.00 20.20 20.60 20.98 20.99
New project Working draft (WD) Comments Project ‘WD approved
Preparatory registered in study initiated summary deleted for registration
stage TC/SC work circulated as CD
programme
30 30.00 30.20 30.60 30.92 30.98 30.99
Committee CcD Comments/ CD referred Project CD
Committee draft (CD) study/ballot voting summary | back to Working deleted approved for
stage registered initiated circulated Group registration as
DIs

BSI s ent Current stage:

We shape the future

STAGE SUB-STAGE
00 20 60 90
Decision
Registration Start of main Completion of
action main action 92 93 98 99
Repeat Repeat Abandon Proceed
an earlier current phase
phase
40 40.00 40.20 40.60 40.92 40.93 40.98 40.99
DIS DIS ballot initiated: Voting Full report Full report Project Full report
Enquiry registered 5 months summary circulated: DIS circulated: deleted circulated: DIS
stage |so |EC FCD 24743 dispatched referred back to | decision for new approved for
i -- Security i - TC or SC DIS ballot registration as
Information security management systems FDIS
I ification”(12/2/2004)
50 50.00 50.20 50.60 50.92 50.98 50.99
FDIS FDIS ballot Voting FDIS referred Project FDIS approved
Approval registered for initiated: summary back to TC or deleted for publication
stage formal 2 months. dispatched. sC
approval Proof sent to Proof returned
secretariat by secretariat
ISO IEC FDIS 17799
60 60.00 60.60 Information technology --
International : Security techniques -- Code of
Publication Standard TAEGEIERE practicc)e/ for infoqrmation
stage under | Standard s
naer . y management
publication published (4/13/2005)
90 90.20 90.60 90.92 90.93 90.99
International Review International International Withdrawal of
Review Standard under summary Standard to be Standard International
stage periodical review dispatched revised confirmed Standard
proposed by TC
or SC
95 95.20 95.60 95.92 95.99
Withdrawal ballot Voting Decision not to Withdrawal of
Withdrawal initiated summary withdraw International
stage dispatched International Standard
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1ISO/ IEC 17799:2005 - New Revision

Information technology -- Security techniques -
Code of practice for information security management

+ This document is now progressing through the last
stages of being translated by ISO for a new release.

« This is due to be completed for release of the new
document by the June/July 2005.

« The main changes to the document are on BS7799-
2 Annex A.
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BS7799-2:2005 New Revision

- It is proposed that a new BS7799-2 standard be
released by BSI Standards.

« The new document will only change in the Annex A,
this reflecting the changes identified in the 1ISO
17799:2005 document.

+ In synopsis, they have removed some controls, added
some new controls and reshuffled the control numbers.
(This is a DRAFT ONLY document and changes could
still occur at the time the final document is released.)
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BS7799-2:2005 and the Future

« |ISO committee: The new ISO Standard (ISO 24743 or
ISO XXXXX) would be released by the end of the year.
However, the latest feeling is that it will the end of the 1st

quarter 2006.
Guidance BS7799-2 Requirement ISO Requirement
ISO17799:2005 m——> BS7799-2:2005 > [SO XXXXX: 2005(2006)

June/July 2005 ( maybe Aug end of 2005 or Q1 2006
B Lo ¥ o Y ]
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Possible impact

- New application: New BS7799-2:2005 (or ISO
XXXXX:2005/2006)

Guidance BS7799-2 Requirement ISO Requirement
1ISO17799:2005 mi——> BS7799-2:2005 m—> ISO XXXXX: 2005(2006)
(June/July 2005) ( maybe Aug. 2005) (‘end of 2005 or Q1 2006)

- Transition for existing BS7799-2:2002
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BS 7799-2:2005 New Revision Summary

Reshuffled the control numbers
(change from A3~A12 to A5~A15)

Removed some controls (9)
Added some new controls (17+1)
Regrouped some controls
Refined/Revised control statement
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BS 7799:2005 New Revision Summary

1.Reshuffled the control numbers (change from A3~A12 to A5~A15)

BS7799-2:2002 BS7799-2:2005
A3 | Security policy A5 Security policy
A4 | Organizational security A6 Organizing information security
A5 | Asset classification and control A7 Asset management
A6 | Personnel security A8 Human resources security
A7 | Physical and environmental security A9 Physical and environmental security

A8 | Communications and operations management | A10 | Communications and operations management

A9 | Access control A1l | Access control

A10 | System development and maintenance A12 | Information systems acquisition, development
and maintenance

A13 | Information security incident management
(Regrouped from old A.6.3.1, A.6.3.2, A.6.3.3,
A.6.3.4,A.8.1.3, A.12.1.7)

A1l | Business continuity management Al14 | Business continuity management

A12 | Compliance Al15 | Compliance
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BS 7799 New Revision Summary

2. Removed some controls (9)

BSI

Security requirements in

A43.1 :
outsourcing contracts
AB16 External facilities
management
A.9.4.2 | Enforced path A.9.4.9 Secu_rlty Al
services
A95.1 Automatic terminal A95.6 Duress alarm to safeguard

identification

users

A.10.3.2 | Encryption

A.10.3.3 | Digital signatures

A.10.3.4 | Non-repudiation services

ISMS information Security Management System
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BS 7799 New Revision Summary
3. Added controls (17+1)

A6 *1 AT*2

| A6 | Organizing information security

AB*4 A9*1

A.6.2 External parties

Old A.4.2 Security of third-party access

A10*8 A12*1  (A13*1)

Addressing security

All identified security requirements shall be

A6.2.2
(old A4.2)

when dealing with
customers

addressed before giving customers access to
organizational information or assets.

A7

Asset management Ii

A.7.1 Responsibility for assets

Old A.5.1 Accountability for assets

All assets associated with information systems

A.7.1.2 | Ownership of assets or services shall be ‘owned’ by a designated
part of the organization.
Rules for the acceptable use of assets

AT713 Acceptable use of associated with information systems or services

7 | assets shall be identified, documented and
implemented.
ISMS information Security Management System .j:a;‘:m.
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BS 7799 New Revision Summary
3. Added controls

|A8 | Human resources security |

A.8.2 During employment
Objective: To ensure that all employees, contractors and third party users are
aware of information security threats and concerns, their responsibilities and
liabilities, and are equipped to support organizational security policy in the course
of their normal work, and to reduce the risk of human error.

(old A.6.2 User training)

Management shall require employees, contractors and
Management third party users to apply security in accordance with
responsibilities | established policies and procedures of the
organization.

—> ’ employees, contractors and third party users
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BS 7799 New Revision Summary
3. Added controls

|A8 | Human resources security |

A8.3 Termination or change of employment
Objective: To ensure that employees, contractors and third party users exit an
organization or change employment in an orderly manner.

Termination Responsibilities for performing employment termination

o responsibilities | shall be clearly defined and assigned.

All employees, contractors and third party users shall
Return of o . ! -
A8.3.2 return all organizational assets in their possession upon

assets termination of their employment, contract or agreement.
The access rights of all employees, contractors and third
Removal of party users to information and information processing
A8.3.3 } facilities shall be removed upon termination of their
access rights :
employment, contract or agreement, or adjusted upon
change.
e ]
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BS 7799 New Revision Summary
3. Added controls

|A9 | Physical and environmental security |

A.9.1 Secure areas
Objective: To prevent unauthorized physical access, damage and
interference to the organization’s premises and information.

(old A.7.1 Secure areas)

. . An organization shall ign an |
Protecting against orga . on sha desig a d apply
external and physical security controls against
A9.1.4 . damage from fire, flood, earthquake,

environmental . .
explosion, civil unrest, and other forms
threats .
of natural or man-made disaster.
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BS 7799 New Revision Summary

3. Added new controls

| Al10 | Communications and operations management |

A10.2 Third party service delivery management
Objective: To implement and maintain the appropriate level of information security and service
delivery in line with third party service delivery agreements.

The organization shall ensure that the security controls, service
definitions and delivery levels included in the third party service
delivery agreement are implemented, operated and maintained by
the third party.

A10.2.1 | Service delivery

Monitoring and The organization shall regularly monitor and review the services,
A10.2.2 | review of third party | reports and records provided by the third party and carry out
services regular audits.

The organization shall manage the changes to the provision of
Managing changes services, including maintaining and improving existing

A10.2.3 | to third party information security policies, procedures and controls, taking
services account of the criticality of business systems and processes
involved and re-assessment of risks.
_—ve
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BS 7799 New Revision Summary

3. Added new controls

A10.4 Protection against malicious and mobile code
(old A.8.3 Protection against malicious software)

AL mobile code

. The execution of mobile code shall restrict the mobility of the
Controls against

code to an intended environment avoiding such code
violating the organization’s information security policies.

(ol

A10.6 Network security management g
old A.8.5 Network management) E

A10.6.2 Security of

network services | included in any network services agreement, whether these

Security features, service levels and management
requirements of all network services shall be identified and

services are provided in-house or outsourced.

A.10.8 Exchanges of information E
(old A.8.7 Exchanges of information and software)

Information

A10.8.1 | exchange policies be in place to protect the exchange of information through

Formal exchange policies, procedures and controls shall

and procedures the use of all types of communication facilities.
ISMS information Security Management System ED-PE
Ma;as%::'\;\;enl
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BS 7799 New Revision Summary
3. Added controls

A10.9 Electronic commerce services
Objective: To ensure the security of electronic
commerce services, and their secure use.

(New - from old A.8.7.3)

A10.9.2 On-Line

Transactions | unauthorized message alteration, unauthorized disclosure,

Information involved in on-line transactions shall be
protected to prevent incomplete transmission, mis-routing,

unauthorized message duplication or replay.

A10.10 Monitoring

Objective: To detect unauthorized activities.
A.9.7 Monitoring system access and use
(Moved from old A.9.7.1 ~A.9.7.3 & A.8.4.2, A.8.4.3)

OB O Logging facilities and log information shall be protected against
A10.10.3 | log : :
. . tampering and unauthorized access.
information
ISMS information Security Management System ED-PE
M ems

10
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BS 7799 New Revision Summary

3. Added controls

A12 | Information systems acquisition, development and maintenance

A12.6 Vulnerability Management
Objective: To prevent damage resulting from exploitation of published vulnerabilities.

Timely information about vulnerabilities of information
systems being used shall be obtained, the organization's
Control of

Al12.6.1 e exposure to such vulnerabilities evaluated, and
vulnerabilities : :
appropriate measures taken to address the associated
risk.
ISMS information Security Management System ED-PE
Management
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BS 7799 New Revision Summary
3. Added controls

’ (Regrouped from A.6.3.1, A.6.3.2, A.8.1.3, A.6.3.4, A.12.1.7) 1
A13. Information security incident management

A13.1 Reporting information security events and weaknesses

Objective: To ensure information security events and weaknesses

associated with information systems are communicated in a manner allowing

timely corrective action to be taken.

A.6.3 Responding to security incidents and malfunctions

Objective: To minimize the damage from security incidents and malfunctions,
and to monitor and learn from such incidents.

_—oae
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BS 7799 New Revision Summary

4. Regrouping some controls (For example)

old

old Confidentiality agreements ABE
ty ag A6.3.2 (Moved to new A13.1~A13.2)

A.6.1.3 (Moved to the new A.6.1.5) A6.3.3

A6.3.4
old Clear desk_ and clear old Removal of property
A7.3.1 |Screen policy A7.3.2 (Moved from old A.9.2.7)

B (Moved to new A11.3.3) B
Incident management old Event logging

old procedures (Moved to new A10.10.1

A9.7.1 D
A.8.1.3 (Moved to new A.13.2.1) monitoring)

old Monitoring system use
old Operator logs A9.7.2 (Moved to r;ew A10.10.2

B monitoring

A842 (Moved to new A.10.10.4)

old Clock synchronization
old Fault logging A9.7.3 (Moved to new A10.10.6
A8.4.3 (Moved to new A.10.10.5) T monitoring)

1S

S Information Security Management System
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BS 7799 New Revision Summary

5.Refine/Revise the statement (For example)

A.5.1 Information security policy

Objective: To provide management direction and support for information security in accordance with business requirements

and relevant laws and regulations.
A.3.1 Information security policy
Control objective: To provide management direction and support for information security.

. . ) An information security policy document shall be approved by
Information security policy . .
A5.1.1 management, published and communicated to all employees and relevant
document .
external parties.
A3.1.1 Information security policy A policy document shall be approved by management, published and
document communicated, as appropriate, to all employees.
. . . . The information security policy shall be reviewed at planned intervals or if
Review of the information security P . N P
A51.2 olic significant changes occur to ensure its continuing suitability, adequacy,
poiicy and effectiveness.
A3.1.2 Review and evaluation The policy shall be reviewed regularly, and in case of influencing changes,
to ensure it remains appropriate

ISMS information Security Management System
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BS 7799 New Revision Summary

5.Refine/Revise the statement (For example)

irc-pary access |

L . The risks to organizational information assets and information processing
Identification of risks related to S . ) : )
A6.2.1 external parties facilities from business processes involving external parties shall be
P identified and appropriate controls implemented before granting access.
o ; . The risks associated with access to organizational information processing
Identification of risks from third- s X . X N
A421 S —— facilities by third parties shall be assessed and appropriate security
party controls implemented.
Agreements with third parties involving accessing, processing,
. L communicating or managing organizational information assets or
A6.2.3 :drderg;s;rr\]?ssecumy in third party information processing facilities, or adding products or services to
9 information processing facilities, shall contain or refer to all identified
security requirements.
. . . Arrangements involving third-party access to organizational information
Security requirements in third- R g L
A4.22 arty contracts processing facilities shall be based on a formal contract containing all
P necessary security requirements.

’ employees, contractors and third party users
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Preparation / Transition to new requirement

B Get new standard and help from Bsi
(Attend BSi new standard seminar or course)

B Gap Analysis

B [SMS Structure Review

B Risk assessment

B Implementing the applicable new controls
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Thank You
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