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$F1FE net-snmp ZEELHEE

El1-1 &% net-snmp-5.3.2.tar.gz

FSB2. configure
1) SN SCAEHE %

[rootBlocalhost pocl# od net—snmp-5.3.2

E1-2 HEABERHBR

2) configure

E1-3 configure ¥ RS

prefix: net-snmp KB 2N KL
enable-mfd-rewrites: fVFHFH MFD EE R H K mid iR
with-default-snmp-version: ERiAF) SNMP fi4s
with-sys-contact: "] AEC B iZ & HFEKRA
with-sys-location: & & KA E
with-logfile: HE3xf4E
with-persistent-directory: AZEIEFME H

3)configure i %
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nt MIE
-log-mik tar

r different from
—mil' for the

El1-4 configure 5%

HE|,3: GiEIf

[root@localhogt net-snmp-5.3.21# make && make install

Ell-5 mIFRREML

SB4:  [lE snmpd. conf
1) ¥ EXAMPLE.conf 3C & #1%/usr/local/net-snmp/share/snmp, J£H iy 44 & snmpd.conf

E1-6 A0 snmpd.conf 3244

2) Fssnmpd.confrR 41 & 1-7 1 N &S Wl 1-8 T 7
gec.name s = community
loczal COMMUNITY
mynetwork ( COMMUNITY

ZoUrce comrminit i

localhost rublic

rublic
rublic
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1-8 snmpd.conf &M e X HERE

CEH= |
FE9i %t snmpd . conf AT S, EAREREH TAB B, 72 mBLEE R

1.2 % & net-snmp BE3h
Tt letc/re.local ST A B i b il 1-9 A XhL

Jusr/local /fnet—anmp/ebin/enmpd —o fusr/local /net—snmp/share/snmp/snmpd . conf &

El1-9 net-snmp BEshKH5

13 REFHLE

fEletc/profile L1+ ffiexportsiy 2 N L an i 1-1057 7~ 845

ATH=/usr/local /net-snmp/bin: /usr/local fnet—snmp/sbin: SPATH

=]

E]1-10 net-snmp IRELE

25 net-snmp MRk

f@ﬂﬁ net-snmp FIIHE, BCE T =FE0: AMIEE localhost Vil ASHERE 1P 7 i) o
BATvg 15 1 M | =W P 1 70 1 D (S A o R

2.1 7ZA#biE 3T localhost izt
SB1:.  airwiE -1

[root@localhost ~1# snmpwalk —v 2¢ —¢ public localhoszt if

E2-1 ZAiiEid localhost iz

B2 WG R G RN 2-2]R, RosizA s oL .
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INTEGEER :
INTEGEER :
INTEGEER :
INTEGEER :
INTEGEER :
INTEGEE. ;
INTEGEE. ;
INTEGEE. ;

INTEGEE: &
INTEGEE: 10

INTEGEER: 11

INTEGEE: 12
STRING:
STRING:
STRING:
STEING:
STEING:
STEING:
STEING:
STEING:

E2-2 ZithiEid locahost M/ BIER S BRE R

2.2 i@ IP iR
BB BT 2-30R

[rootBlocalhost ~1# snmpwalk —v 2¢ —c public
E2-3 Ahi@id 1P ik

B2 WKL R 2-4FTR, RRZAEDLE R .

2-4



NET-SNMP 22 3& 10 & Tt

INTEGEE. :
INTEGEE. :
INTEGEE. :
INTEGEE. :
INTEGEE. :
INTEGEE. ;
INTEGEE. ;

INTEGEE: &
INTEGER: 9
INTEGEE: 10

INTEGEE: 11

INTEGEE: 12
STEIMG:
STEIMG:
STEIMG:
STEIMG:
STEIMG:
STEIMG:
STEIMG:
STEIMG:

E2-4 i@ 1P i

2.3 ImiZEE IP MR

PR AE R WL s, T BB 2edinet-snmp, PRI kAN BEIZ 4T net-snmp I dr 4, LA
T B B = 7 AT IR . X LAEFH (¥ £ AdventNet MibBrowser. W1 2-5/17x, i NP4k
Bk ¥ Jecommunity, % E 2SR HIOID. AR JFilId 52 H [ Operations] — [Get] sk
HUE.

2-5



NET-SNMP 235 e & I}

“ AdventNet NibBrowser

File Edit VWiew Operations Help
SeBa e apny B duE fEe 2
IFie Loaded Mib... :
@ i RFC1213-MIB Host (192.168.228.254 | =] Port 161 =)
9 oy Community [T Wyrite Cammunity |
@ &3 dod
G £3 internat ERR | |'|
directory Ohject ID |.iS0.0rg.d0d.internet.mgmt.mib-z.system.sysContact.D |
@ &5 mymt
@ &3 mib-2
@ &5 system Sentgetrequestto 192.168.228 254 161
0 sysDescr sysContact.0--=Me =mei@somewhere.org=
@ sysObjectiD
@ sysUpTime
EH act
@b sysMamea
@ sysLocation
# sysSenices
@ (] interfaces
@ [ at
@ ip
@ (] icmp
@ [ tcp
& (] udp Syntax DisplayString ¢ SIZE (0. 255 13 Status mandatory
@ (] eup Access read-write Reference
transmission Index
& [ snmp OhjectlD | 1.36.1.2.1.1.4
& zra_ﬁaer::"\r:;lr;tal "The textual identification of the contact persan for this managed node, tagether with infarm
[ n Description  [#tion on how to contact this person.”
Global View

E2-5 miZ@id IP ik

$3E snmpd.conf ##E

snmpd.conf FIHCE O HGEIERF (Access Control) « RGHLR Afi A (System contact
information) . KA (process check) « H#AT A (executables/scripts) . fi#itf 7 (disk
checks) . M#H MK A (load average checks) . H ¥ 4> (extensible sections) . Hid
$27%] (Pass through control) . /& 2845,

—MAE SN T EAEE.1 193.1.1 BT LA AL R K

(CE=9 |
T4 snmpd . conf AT AE %, (HORREAEH] TAB B, 75 I<x i HLE =

3-6
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BIEITHI AL E
3.1.1 EXREIRAR

; names (COMMUNITY ) into a gecurity nams

ending on where the red gt iz coming

community
public
ruklic

rublic

E3-1 snmpd.conf EX L £IKBFR

%3-1 snmpd.conf EX R &K BIHRBIER

=g TR

sec.name GARATR.

source T8 SO RIGSRIE, 76 1P Bt , XA & IP bk, 7F net-snmp H AT BAX K
PP L], AHIX AR A JE SNMP FLUE KT, & net-snmp 3721

community FL[F4A 4 B

312 EXZREHE

‘ond, map the security names into group names:

sec.model sec.name

group MyEWGroup w local

group MyEWGroup : local

Group usm local
sroup v mynetwork
mynetwork

group My - usnm mynetwork
[E3-2 snmpd.conf EX & 24H

[&3-3 snmpd.conf EXLLHEBMER
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TB R

AT, W “MyRWGroup”

sec.model A, AIIEE A vi. v2¢. usm

sec.name GAARATR

3.1.3 EXME

#H#

# Third, create : ig T et the groups have rights to:

1 subkt : mask
21 .

[E3-4 snmpd.conf X i E

#3-2 snmpd.conf E X EHE 4R

TR TR

M4, W “all”

incllexcl | % R MIB T8 A5 8 S HE

subtree W K i MIB 5

mask g

3.1.4 &R EEFWNENIE

HEk#
# Finally

write neotif
none none

all none

[E3-5 snmpd.conf [@]%& £ H$Z X BIHE R 17 E

F3-3 snmpd.conf 5] % 4= 4R 15 A2 B8 5z 11 &
B Jm Pk

A, W “MyROGroup”
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context BRI, vl v2e RS

sec.model | 4, FEE{EN vl. v2c. usm

sec.level AR, FIE(E N auth. noauth. priv, v1. v2c 1 HEEHN noauth
match B4, ¥552 context Wifif 5 PDU 11 context UGHC, V3 i

read A A0

write BRI E AL

notif AL trap PR K

32 REHAAER

HEEE AR A R R A R A R

# em contact information

gtatus of notWritable.

i
i
i
i
i
i
#
#
#

El3-6 ZEHKAANER

AR R A IR R A ME R

snmpwalk —v 1 —c public localhost system
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3.3 #HIEME

A A
# Pr: c g.
#

proc NAME [MZ
MNAME 3

11te to 0.
te to 0.

#
#
#
#
#
#
#
#
#

# Make sure mountd is running

proc mountd

e no more than 4 ntalk running, but 0 iz ok too.

than or equal to 10 are running.

N (Tl o

A LU BT di 2 3R A R 2 2R e ) 45 R
snmpwalk —v 1 —c pubilc localhsot .1.3.6.1.4.1.2021.2

3-10



NET-SNMP 22 3& 10 & Tt

3.4 AIHITHIZAR

ias s s S S eSS SRR R RS R A S A SRS AR S SRR A R R R R R Rk
; utak ipts

> program

o hello world

taining:

ocut to pr
n your 1 writing
ent to u it.

#
#
y
#
#
#
#
N
#
¥
#

= "hello world
"hello world."
0

P B P e B e e e e

E3-8 AIHITRIZA

EIE>SibuR RS R CE TP

snmp —v 1 —c public localhost .1.3.6.1.4.1.2021.8
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3.5 HEKE

A A A A A T A A A
# disk ¢ 13
#

the amount of availab
limit.

sk PATH [MIN=DEFDISEMINIMUM

t PATH:
FOMIT:

it containg at

E3-9 AT

FILLE 0T dr 3R 45 R
snmpwalk —v 1 —c public localhost .1.3.6.1.4.1.2021.9
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3.6 TiEkHEaE
ff##############################################################################
i load che

load

thig limit at o

but for 5 min
Similar, kut for 15 min

for loads:

#
i
#
#
#
#
#
#
#
#
#

E3-10 HiEEaE

A LLE A A 3R 45 R -

snmpwalk —v 1 —c public localhost .1.3.6.1.4.1.2021.10
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3.7 ¥ EE S
#######################################################################
i
multiple line output preklem found in the
previous able mik by placing each mib in its own mib table:
Fun a shell script containing:
Fl/bin/sh

o hello
‘he hi th

em writing

i
i
#
i
#
i
i
#
i
i
#
i

- /kin/sh Jtmp

E3-11 A BEs

A LU R i 2 3R 45 R
snmpwalk —v 1 —c public localhost .1.3.6.1.4.1.2021.50
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ERUEAE
igsss s s aS s sEs S Saassa T ESE s EET SRS
# Pass through control.
#
pass MIBOID EX

3 will pass : c o the mik un ath the MIBOID
AIND .

#
#
#
#
#
#
#
#
#
#
#
#

E3-12 @il

AT LB W iy 2 sk 15 45
snmpwalk —v 1 —c public localhost .1.3.6.1.4.1.2021.255
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#
#
#
#
#
#
#
#

A R R A R A R A R A

# Further Information

#
nf manual output of

#
# one with t nf than is
#

E3-13 HE

$FH4E net-snmp 8%

net-snmp #2471 T HAF R SNMP, B FRAS N HIE RS 5 FH 89454 snmpd.
snmpwalk. snmpget. snmpconf JU454. T ITE IR HIhRE.

4.1 snmpget

Bl SNMP () GetRequest #4511 T H . FHIRSI A s LME G B . HEREUE B
ST
4.2 snmpwalk

HIH] GetNextRequest %45 i A PR EAT 3y () T2 o — MOk s R AU A8 PR RdkAT
3 77 o
4.3 snmpconf

A2 snmpd BCE SCERI TR o BT ARG snmpd 1) & BRGSO, FIERERR,  DAAR RO 7 )
P A

4-16
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4.4 snmpd
net-snmp JT & FARHFLE, AREARZ A MIB (RS2 BL, 60T DL T AACHEE T e, &
—ANDhRESR) SNMP AR, 1217 snmpd J&, BERGHERE T SNMP Wh3Cie, af L
IR,

4.5 snmpgetnext
i) SNMP 1) GetNextRequest £1E ) T o FIRIREL—ANE BIAS BSEBI )~ —ANa] FH 52

(ZEACTR
Lo RTORICE B 4

4.6 snmpset
Hifl SNMP 1] SetRequest #/ER T.H. HRIEE vl LLE K& 25 &

X B A RATERA
4.7 snmpbulkget
il SNMP (1) GetBulkRequest #1E) T FIRIEECRE I EHE . — MAE K EIHULER

Bm A DR e s A2, IF FLEGE ] snmpget. snmpgetnext. & snmpwalk f 5 5% ) 25
R, RELSIRIPUSTTREZ 8, bh Ity & A R IE
4.8 snmptrap
FERL A trap () T Ho TR AR Trap. — M AR P 35 22 B PG B2 5 1A, B
H FREGAE TF A 11 Trap 2R 5 15 T LLIE# T4

4.9 snmptrapd
—RHAEARBE R T Al R, OB RIS Trap, Jf#% PDU

POt Bor Trap T H
MFTFEPH K, FHRMER Trap K IETHHEE AT A

4.10 snmpinform
il k% InformRequest 1 T H . ¥ snmmptrap 2880, HRARIERLFUI A V21 Trap, LA
TR B B [ IR IR )T

4.11 snmptable
i/l GetNextRequest il GetBulkRequest i IUR (G &, UUAIERE DR m T H.

4-17
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4.12 snmpstatus

1 SNMP S A i HC LA B 22 P RIS B DU E e A RS I TR o ARy B Pk v 4Dk

=
N o

4.13 snmpbulkwalk

HIJ GetBulkRequest SEHLX 45 & 45 B REA T30 g 1) TR o RERAR IR AT RS B AT 3 )y 132
e

4.14 snmpdelta

R IR Interger A BENT 5, 20 S A O G DL TR o AR IR — AN 5 25 BT
RHHIAREE.

4.15 snmptest

AR TR, w] DURIAE B A SR AR R, i SNMP i kg1 58 B AR
A .

4.16 snmptranslate

KR G 44 5 AR URE A EL I 0 1) T o S5 A% S R S b DR A ) 5 4% £ 1) e 44
PRIEE S . FANTIRA A 1P kKR

4.17 snmpusm

SNMPv3 USM fic'& T.E.. HT SNMPv3 [ /& 2,

4,18 snmpvacm

N A28 S AR B SNMPV3 F3E - RLIEI 5 il P 2 50 T H o T4k SNMPV3 (14
SPEEGEHP

4.19 snmpdf

L SNMP i i) 45 735 0 2% SR A5 A PR D0 K T o FH R ML 00 19X 208 SIS (1 A

¥5E JAVA FFk

5.1 NET-SNMP RE&ETRFIFESF (Java)

package com.aaron.snmp4j;

5-18
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import java.io.lOException;

import org.snmp4j.CommunityTarget;
import org.snmp4j.PDU;

import org.snmp4j.Snmp;

import org.snmp4j.event._ResponseEvent;
import org.snmp4j.mp.SnmpConstants;
import org.snmp4j.smi.OID;

import org.snmp4j.smi.OctetString;
import org.snmp4j.smi.UdpAddress;
import org.snmp4j.smi.VariableBinding;
import org.snmp4j.transport.DefaultUdpTransportMapping;
import java.util.logging.Logger;

/**
* SNMP/ #E
*
* <a href="mailto:zhang.bing@neusoft.com" > t</a>
> $Revision 1.1 $ 2008-1-15 /-02:08:25
*/

public class SNMPManage {

{

/7 SNMP[FJZE RCPUE 43 L 1OID
private static final String OID FREE CPU = "1.3.6.1.4.1.2021.11.11.0";

/**

* P95 RCPUTT 4 LE (K10 1D
*

* String

*/

public static String getOID_FREE CPUQ {
return OID_FREE_CPU;

b
/**
* FRAEO 1D X N0 I DA
* address
* OolD
* community
*/

public String getValueByOID(String address, String OID, String community)

try {
// {fi[fiDefaultUdpTransportMapp ingXf% 5241k SNMP X%
Snmp snmp = new Snmp(new DefaultUdpTransportMapping());
/7 SflfkComunityTargetx) % i s B L g
CommunityTarget target = new CommunityTarget();
target.setCommunity(new OctetString(community));
target.setVersion(SnmpConstants.version2c);
target.setAddress(new UdpAddress(address));
target.setRetries(1);
target.setTimeout(5000);
//
snmp. listen();
/7 ik
PDU request = new PDUQ);
request.setType(PDU.GET);

5-19
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request._add(new VariableBinding(new OID(OID)));
/7 T
PDU response = null;

ResponseEvent responseEvent = snmp.send(request, target);

response = responseEvent.getResponse();
VAV X TLEIVESE S
if (response = null) {

iT (response.getErrorindex() == PDU.noError

&& response.getErrorStatus() == PDU.noError) {

String pause = responsekEvent.getResponse()
.getvariableBindings() .toString();
return pause;

} else {

return "'geting is the fail.";

}
} else {
return "response is null™;

by

} catch (10Exception ioe) {
ioe.printStackTrace();
return *‘geting is the exception.";

}
}
/**
* 3T
* args
*/
public static void main(String args[]) {
// HE
Logger loger = Logger.getLogger(‘global’);
SNMPManage snmpManage = new SNMPManage();
// SNMPHuhE 7 i 1
String address = "192.168.228.254/161";
/7 SNMPIf L[] 4
String community = "‘public";
// #fTgetResponse i ikt BontE GG
loger . info(snmpManage . getResponse(address,
SNMPManage .getOID_FREE_CPU(), community));
}
}
5.2 NET-SNMP £z %= ffligF (Java)
/**
* FFRILEEREE
* currentime
* alarmcode
* systemName
* content
* code
*/

public static void SendSnmpTrap(String currentime, String
String systemName, String content, int code) {

alarmcode,

5-20
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// Auto-generated method stub
loger.info("time=:" + currentime);
loger.info('alarmcode=:"" + alarmcode);
loger.info(''systemName=:" + systemName);
loger.info(""content=:" + content);
SnmpVarBindList lgarbage = new SnmpVarBindList();
lgarbage.addvVarBind(new SnmpVarBind(new
SnmpOid(SNMPParam.EnterpriseOid
+ ".1.1"), new SnmpString(currentime)));
lgarbage.addVarBind(new SnmpVarBind(new
SnmpOid(SNMPParam._EnterpriseOid
+ ".1.2"), new SnmpString(alarmcode)));
lgarbage.addVarBind(new SnmpVarBind(new
SnmpOid(SNMPParam.EnterpriseOid
+ ".1.3"), new SnmpString(systemName)));
lgarbage.addVarBind(new SnmpVarBind(new
SnmpOid(SNMPParam.EnterpriseOid
+ ".1.4"), new SnmpString(content)));
SnmpTrap snmpTrap = null;
if (code == 1) {
snmpTrap = new SnmpTrap(
new SnmpOid(SNMPParam.EnterpriseOid + ".1'"), lgarbage);
} else if (code == 2) {
snmpTrap = new SnmpTrap(
new SnmpOid(SNMPParam.EnterpriseOid + ".2"), lgarbage);
} else if (code == 3) {
snmpTrap = new SnmpTrap(

new SnmpOid(SNMPParam.EnterpriseOid + ".3"), lgarbage);
}

try {
snmpTrap.setCommunityString('public™);
snmpTrap.setDestinationAddress(InetAddress
-.getByName(SNMPParam.DestinationAddress));

SnmpV3AdaptorServer snmpV3AdaptorServer = new
SnmpV3AdaptorServer (

Integer.parselnt(SNMPParam.DestinationPort) - 1);
snmpV3AdaptorServer.setTrapPort(new Integer(lnteger

.parselnt(SNMPParam.DestinationPort)));
snmpV3AdaptorServer ._start();
snmpTrap.sendV2(snmpV3AdaptorServer);

} catch (Exception e) {
loger.info(e.getMessage());
}

¥
53 BITHR

hDDB—l—lE 14:21:01 com.aaron.stnpd] .. SNHPHanage main
i£8: [1.3.6.1.4.1.2021.11.11.0 = 100]

E5-1 EFHITER
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HF6E Linux HH OID

Linux ¥ i) OID W 4E CPU. WAF. st = KHBsr, Nl a1 L — & o0 T~ i OID.

6.1 CPU

%6-1 CPU &M OID

Load

1 minute Load

1.3.6.1.4.1.2021.10.1.3.1

5 minute Load

1.3.6.1.4.1.2021.10.1.3.2

15 minute Load

1.3.6.1.4.1.2021.10.1.3.3

CPU

percentage of user CPU time

1.3.6.1.4.1.2021.11.9.0

raw user cpu time

.1.3.6.1.4.1.2021.11.50.0

percentages of system CPU time

.1.3.6.1.4.1.2021.11.10.0

raw system cpu time

1.3.6.1.4.1.2021.11.52.0

percentages of idle CPU time

1.3.6.1.4.1.2021.11.11.0

raw idle cpu time

1.3.6.1.4.1.2021.11.53.0

raw nice cpu time

1.3.6.1.4.1.2021.11.51.0

6.2 N7F

%*6-2 AEFEH OID

Total Swap Size

1.3.6.1.4.1.2021.4.3.0

Available Swap Space

1.3.6.1.4.1.2021.4.4.0

Total RAM in machine

1.3.6.1.4.1.2021.4.5.0

Total RAM used

1.3.6.1.4.1.2021.4.6.0

Total RAM Free

1.3.6.1.4.1.2021.4.11.0

Total RAM Shared

1.3.6.1.4.1.2021.4.13.0

Total RAM Buffered

1.3.6.1.4.1.2021.4.14.0

Total Cached Memory

1.3.6.1.4.1.2021.4.15.0
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6.3 R

3%6-3 #EEH OID
Path where the disk is mounted 1.3.6.1.4.1.2021.9.1.2.1
Path of the device for the partition 1.3.6.1.4.1.2021.9.1.3.1
Total size of the disk/partion (kBytes) .1.3.6.1.4.1.2021.9.1.6.1
Available space on the disk 1.3.6.1.4.1.2021.9.1.7.1
Used space on the disk 1.3.6.1.4.1.2021.9.1.8.1
Percentage of space used on disk 1.3.6.1.4.1.2021.9.1.9.1
Percentage of inodes used on disk .1.3.6.1.4.1.2021.9.1.10.1
System Uptime .1.3.6.1.2.1.1.3.0
6.4 15l

#6-1. £ 6-2. £ 6-3NFHMOID, K THUFOIDIIA M net-snmp AL E . MIBZE &
M IEAG, AT DAE RS Ay HEAT S0
snmpget —v 1 —c “community” target_name_or_ip OID

G I 0T $R BRI AL B A

254 .1.3.6.1.4.1.2021.9.1.6.1

H7E snmpd.conf ;RHIECE

HHHH R R R R R R
#

# EXAMPLE.conf:

# An example configuration file for configuring the ucd-snmp snmpd agent.

#

HHHH R R R R
#

# This file is intended to only be an example. If, however, you want

# to use it, it should be placed in /usr/local/net-snmp/etc/snmp/snmpd.conf.

# When the snmpd agent starts up, this is where it will look for it.

#
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# You might be interested in generating your own snmpd.conf file using

# the "snmpconf" program (perl script) instead. It's a nice menu

# based interface to writing well commented configuration files. Try it!

#

# Note: This file is automatically generated from EXAMPLE.conf.def.

# Do NOT read the EXAMPLE.conf.def file! Instead, after you have run

# configure & make, and then make sure you read the EXAMPLE.conf file

# instead, as it will tailor itself to your configuration.

# All lines beginning with a '# are comments and are intended for you

# to read. All other lines are configuration commands for the agent.

#
# PLEASE: read the snmpd.conf(5) manual page as well!
#

HHHHHHHHHHHHH
# Access Control
HHHHHHHHHHHHHH

# YOU SHOULD CHANGE THE "COMMUNITY" TOKEN BELOW TO A NEW KEYWORD
ONLY

# KNOWN AT YOUR SITE. YOU *MUST* CHANGE THE NETWORK TOKEN BELOW TO
# SOMETHING REFLECTING YOUR LOCAL NETWORK ADDRESS SPACE.

# By far, the most common question | get about the agent is "why won't
# it work?", when really it should be "how do | configure the agent to

# allow me to access it?"

#

# By default, the agent responds to the "public" community for read

# only access, if run out of the box without any configuration file in

# place. The following examples show you other ways of configuring

# the agent so that you can change the community names, and give

# yourself write access as well.
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#

# The following lines change the access permissions of the agent so
# that the COMMUNITY string provides read-only access to your entire
# NETWORK (EG: 10.10.10.0/24), and read/write access to only the

# localhost (127.0.0.1, not its real ipaddress).
#

# For more information, read the FAQ as well as the snmpd.conf(5)

# manual page.

HHHH

# First, map the community name (COMMUNITY) into a security name

# (local and mynetwork, depending on where the request is coming

# from):

# sec.name source community
com2sec local localhost COMMUNITY
com2sec mynetwork NETWORK/24 ~ COMMUNITY

HHHH

# Second, map the security names into group names:

# sec.model sec.name
group MyRWGroup vl local
group MyRWGroup  v2c local
group MyRWGroup  usm local
group MyROGroup v1 mynetwork
group MyROGroup v2c mynetwork
group MyROGroup usm mynetwork

HHHH

# Third, create a view for us to let the groups have rights to:

# incl/excl subtree mask

view all included .1 80
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i
# Finally, grant the 2 groups access to the 1 view with different

# write permissions:

# context sec.model sec.level match read write notif

access MyROGroup any noauth exact all none none

access MyRWGroup "™  any noauth exact all all none

R B T B R T B T T R T B B R
# System contact information
#

# It is also possible to set the sysContact and sysLocation system

# variables through the snmpd.conf file. *PLEASE NOTE** that setting
# the value of these objects here makes these objects READ-ONLY

# (regardless of any access control settings). Any attempt to set the

# value of an object whose value is given here will fail with an error

# status of notWritable.

syslocation Right here, right now.

syscontact Me <me@somewhere.org>

# Example output of snmpwalk:

# % snmpwalk -v 1 -c public localhost system

# system.sysDescr.0 = "SunOS name sun4c"

# system.sysObjectlD.0 = OID: enterprises.ucdavis.ucdSnmpAgent.sunos4
# system.sysUpTime.0 = Timeticks: (595637548) 68 days, 22:32:55

# system.sysContact.0 = "Me <me@somewhere.org>"

# system.sysName.0 = "name"

# system.sysLocation.0 = "Right here, right now."

#

system.sysServices.0 = 72
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HHHHR R R R R R R R R R R R
# Process checks.

#

The following are examples of how to use the agent to check for

processes running on the host. The syntax looks something like:

proc NAME [MAX=0] [MIN=0]

NAME: the name of the process to check for. It must match

exactly (ie, http will not find httpd processes).

MAX: the maximum number allowed to be running. Defaults to O.

H OHF OH OH OH OHF OH OH H

MIN: the minimum number to be running. Defaults to 0.

# Examples:

# Make sure mountd is running

proc mountd

# Make sure there are no more than 4 ntalkds running, but 0 is ok too.

proc ntalkd 4

# Make sure at least one sendmail, but less than or equal to 10 are running.

proc sendmail 10 1

# A snmpwalk of the prTable would look something like this:
#

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.2

# enterprises.ucdavis.procTable.prEntry.prindex.1 = 1

# enterprises.ucdavis.procTable.prEntry.prindex.2 = 2
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# enterprises.ucdavis.procTable.prEntry.prindex.3 = 3

# enterprises.ucdavis.procTable.prEntry.prNames.1 = "mountd"

# enterprises.ucdavis.procTable.prEntry.prNames.2 = "ntalkd"

# enterprises.ucdavis.procTable.prEntry.prNames.3 = "sendmail"
# enterprises.ucdavis.procTable.prEntry.prMin.1 = 0

# enterprises.ucdavis.procTable.prEntry.prMin.2 = 0

# enterprises.ucdavis.procTable.prEntry.prMin.3 = 1

# enterprises.ucdavis.procTable.prEntry.prMax.1 = 0

# enterprises.ucdavis.procTable.prEntry.prMax.2 = 4

# enterprises.ucdavis.procTable.prEntry.prMax.3 = 10

# enterprises.ucdavis.procTable.prEntry.prCount.1 = 0

# enterprises.ucdavis.procTable.prEntry.prCount.2 = 0

# enterprises.ucdavis.procTable.prEntry.prCount.3 = 1

# enterprises.ucdavis.procTable.prEntry.prErrorFlag.1 = 1

# enterprises.ucdavis.procTable.prEntry.prErrorFlag.2 = 0

# enterprises.ucdavis.procTable.prEntry.prErrorFlag.3 = 0

# enterprises.ucdavis.procTable.prEntry.prErrMessage.1 = "No mountd process running."
# enterprises.ucdavis.procTable.prEntry.prErrMessage.2 = ™

# enterprises.ucdavis.procTable.prEntry.prErrMessage.3 = ™

# enterprises.ucdavis.procTable.prEntry.prErrFix.1 = 0

# enterprises.ucdavis.procTable.prEntry.prErrFix.2 = 0

# enterprises.ucdavis.procTable.prEntry.prErrFix.3 = 0

#

Note that the errorFlag for mountd is set to 1 because one is not
running (in this case an rpc.mountd is, but thats not good enough),
and the ErrMessage tells you what's wrong. The configuration

imposed in the snmpd.conf file is also shown.

Special Case: When the min and max numbers are both 0, it assumes

#
#
#
#
#
#
# you want a max of infinity and a min of 1.
#
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HHH A R R T R R R R R R
# Executables/scripts
#

You can also have programs run by the agent that return a single

line of output and an exit code. Here are two examples.

exec NAME PROGRAM [ARGS ..]

NAME: A generic name.
PROGRAM: The program to run. Include the path!

H OHF OH OH OH OH OH OH H

ARGS: optional arguments to be passed to the program

# a simple hello world

exec echotest /bin/echo hello world

# Run a shell script containing:

#

# #!/bin/sh

# echo hello world

# echo hi there

# exit 35

#

# Note: this has been specifically commented out to prevent
# accidental security holes due to someone else on your system writing
# a /tmp/shtest before you do. Uncomment to use it.

#

#exec shelltest /bin/sh /tmp/shtest

# Then,
# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.8
# enterprises.ucdavis.extTable.extEntry.extindex.1 = 1

# enterprises.ucdavis.extTable.extEntry.extindex.2 = 2
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# enterprises.ucdavis.extTable.extEntry.extNames.1 = "echotest"

# enterprises.ucdavis.extTable.extEntry.extNames.2 = "shelltest"

# enterprises.ucdavis.extTable.extEntry.extCommand.1 = "/bin/echo hello world"
# enterprises.ucdavis.extTable.extEntry.extCommand.2 = "/bin/sh /tmp/shtest"

# enterprises.ucdavis.extTable.extEntry.extResult.1 = 0

# enterprises.ucdavis.extTable.extEntry.extResult.2 = 35

# enterprises.ucdavis.extTable.extEntry.extOutput.1 = "hello world."

# enterprises.ucdavis.extTable.extEntry.extOutput.2 = "hello world."

# enterprises.ucdavis.extTable.extEntry.extErrFix.1 = 0

# enterprises.ucdavis.extTable.extEntry.extErrFix.2 = 0

# Note that the second line of the /tmp/shtest shell script is cut

# off. Also note that the exit status of 35 was returned.

BHAHHHHHHHHH R R R

# disk checks
#

# The agent can check the amount of available disk space, and make

# sure it is above a set limit.

# disk PATH [MIN=DEFDISKMINIMUMSPACE]

#

# PATH: mount path to the disk in question.

# MIN: Disks with space below this value will have the Mib's errorFlag set.
# Default value = DEFDISKMINIMUMSPACE.

# Check the / partition and make sure it contains at least 10 megs.

disk / 10000

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.9
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# enterprises.ucdavis.diskTable.dskEntry.diskindex.1 = 0

# enterprises.ucdavis.diskTable.dskEntry.diskPath.1 = "/" Hex: 2F

# enterprises.ucdavis.diskTable.dskEntry.diskDevice.l = "/dev/dsk/c201d6s0"
# enterprises.ucdavis.diskTable.dskEntry.diskMinimum.1 = 10000

# enterprises.ucdavis.diskTable.dskEntry.diskTotal.1 = 837130

# enterprises.ucdavis.diskTable.dskEntry.diskAvail.1 = 316325

# enterprises.ucdavis.diskTable.dskEntry.diskUsed.1 = 437092

# enterprises.ucdavis.diskTable.dskEntry.diskPercent.1 = 58

# enterprises.ucdavis.diskTable.dskEntry.diskErrorFlag.1 = 0

# enterprises.ucdavis.diskTable.dskEntry.diskErrorMsg.1 =

B R R A R R R R R R AT

# load average checks
#

# load [IMAX=DEFMAXLOADAVE] [EBMAX=DEFMAXLOADAVE]

[15MAX=DEFMAXLOADAVE]

#

# 1MAX: If the 1 minute load average is above this limit at query
# time, the errorFlag will be set.

# 5MAX: Similar, but for 5 min average.

# 15MAX: Similar, but for 15 min average.

# Check for loads:
load 12 14 14

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.10

# enterprises.ucdavis.loadTable.laEntry.loadavelndex.1 = 1

# enterprises.ucdavis.loadTable.laEntry.loadavelndex.2 = 2

# enterprises.ucdavis.loadTable.laEntry.loadavelndex.3 = 3

# enterprises.ucdavis.loadTable.laEntry.loadaveNames.1 = "Load-1"

# enterprises.ucdavis.loadTable.laEntry.loadaveNames.2 = "Load-5"
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# enterprises.ucdavis.loadTable.laEntry.loadaveNames.3 = "Load-15"

# enterprises.ucdavis.loadTable.laEntry.loadavelLoad.1 = "0.49" Hex: 30 2E 34 39
# enterprises.ucdavis.loadTable.laEntry.loadaveLoad.2 = "0.31" Hex: 30 2E 33 31
# enterprises.ucdavis.loadTable.laEntry.loadavelLoad.3 = "0.26" Hex: 30 2E 32 36
# enterprises.ucdavis.loadTable.laEntry.loadaveConfig.1 = "12.00"

# enterprises.ucdavis.loadTable.laEntry.loadaveConfig.2 = "14.00"

# enterprises.ucdavis.loadTable.laEntry.loadaveConfig.3 = "14.00"

# enterprises.ucdavis.loadTable.laEntry.loadaveErrorFlag.1 = 0

# enterprises.ucdavis.loadTable.laEntry.loadaveErrorFlag.2 = 0

# enterprises.ucdavis.loadTable.laEntry.loadaveErrorFlag.3 = 0

# enterprises.ucdavis.loadTable.laEntry.loadaveErrMessage.1 =

# enterprises.ucdavis.loadTable.laEntry.loadaveErrMessage.2 =

# enterprises.ucdavis.loadTable.laEntry.loadaveErrMessage.3 =

HHHHHHHHHHHHH
# Extensible sections.
#

# This alleviates the multiple line output problem found in the

# previous executable mib by placing each mib in its own mib table:

# Run a shell script containing:

#

# #!/bin/sh

# echo hello world

# echo hi there

# exit 35

#

# Note: this has been specifically commented out to prevent
# accidental security holes due to someone else on your system writing
# a /tmp/shtest before you do. Uncomment to use it.

#
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# exec .1.3.6.1.4.1.2021.50 shelltest /bin/sh /tmp/shtest

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.50
# enterprises.ucdavis.50.1.1 = 1

# enterprises.ucdavis.50.2.1 = "shelltest"

# enterprises.ucdavis.50.3.1 = "/bin/sh /tmp/shtest"

# enterprises.ucdavis.50.100.1 = 35

# enterprises.ucdavis.50.101.1 = "hello world."

# enterprises.ucdavis.50.101.2 = "hi there."

# enterprises.ucdavis.50.102.1 =0

# Now the Output has grown to two lines, and we can see the 'hi
# there.' output as the second line from our shell script.

#

# Note that you must alter the mib.txt file to be correct if you want

# the .50.* outputs above to change to reasonable text descriptions.

# Other ideas:

#

# exec .1.3.6.1.4.1.2021.51 ps /bin/ps

# exec .1.3.6.1.4.1.2021.52 top /ustr/local/bin/top
# exec .1.3.6.1.4.1.2021.53 mailg /usr/bin/mailq

HHHRHHHH T R R R R R R R R R R
# Pass through control.
#

# Usage:

# pass MIBOID EXEC-COMMAND

#

# This will pass total control of the mib underneath the MIBOID
# portion of the mib to the EXEC-COMMAND.
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#

# Note: You'll have to change the path of the passtest script to your
# source directory or install it in the given location.

#

# Example: (see the script for details)

# (commented out here since it requires that you place the

# script in the right location. (its not installed by default))

# pass .1.3.6.1.4.1.2021.255 /bin/sh PREFIX/local/passtest

# % snmpwalk -v 1 -c public localhost .1.3.6.1.4.1.2021.255

# enterprises.ucdavis.255.1 = "life the universe and everything"

# enterprises.ucdavis.255.2.1 = 42

# enterprises.ucdavis.255.2.2 = OID: 42.42.42

# enterprises.ucdavis.255.3 = Timeticks: (363136200) 42 days, 0:42:42
# enterprises.ucdavis.255.4 = IpAddress: 127.0.0.1

# enterprises.ucdavis.255.5 = 42

# enterprises.ucdavis.255.6 = Gauge: 42

#

# % snmpget -v 1 -c public localhost .1.3.6.1.4.1.2021.255.5

# enterprises.ucdavis.255.5 = 42

#

# % snmpset -v 1 -c public localhost .1.3.6.1.4.1.2021.255.1 s "New string"
# enterprises.ucdavis.255.1 = "New string"

#

# For specific usage information, see the man/snmpd.conf.5 manual page

# as well as the local/passtest script used in the above example.

R R T B R B R T R B T T B R B B R
# Subagent control
#

# The agent can support subagents using a number of extension mechanisms.

# From the 4.2.1 release, AgentX support is being compiled in by default.
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# To use this mechanism, simply uncomment the following directive.
#

# master agentx

#

# Please see the file README.agentx for more details.

#

HHHH R R R R R R R R R H R
# Further Information

#

# See the snmpd.conf manual page, and the output of "snmpd -H".

# MUCH more can be done with the snmpd.conf than is shown as an

# example here.
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